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Definition (Discrete Probability Space)

Let

@ Q : afinite set (e.g. C, KxM)
@ p:Q —[0,1] : a function satisfying Y _q p(w) = 1.
We say that
@ (9, p) is a discrete probability space
» Q is the sample space (or domain)
> pis a probability distribution (& &) over Q
@ Each subset A C Q is an event
» Each w € Q is an elementary event

o p(A) £ 3 cap(w) is the probability of an event A
o p(w) =1/|Q| (for each w € Q) is the uniform distribution

Given a discrete probability space (€2, p), it is customary to use
@ Prq instead of the probability distribution p
@ Pro[A] instead of p(A)

@ Pr and Pr[A] when € is clear from the context




Discrete Probability Space: Example

Example (Rolling a Dice)

The corresponding probability space (2, Prq) is given by:
o Q = {1,2,3,4,5,6}
@ Profw] = 1/6 for each w € Q

The following A, B are events of the probability space (2, Pr):

e A={2} (CQ)
0 B={weQlwiseven} (CQ)

Then,
e Pro[Al=1/6
o Pro[B] =1/2
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Discrete Probability Space: Example from Cryptography

Let
e (K, M,C,Gen,Enc,Dec): a (private-key) encryption scheme.
@ Praq € Py a probability distribution over M
e =KxM

@ Prq: prob. dist. over Q s.t. Prq(k,x) =  Pr (k) - Pra(x
(ki) = Pr (k) -Pra(x)

(KC, M, C, Gen, Enc, Dec) is said to be Shannon secret w.r.t. Prq if
e Vme M, Vcel,

oo (k) € Q)x = m) | {(k.x) € Q| Enclk,x) = ¢}

= P [k ealx=m] (= Pru(m)

> i.e. two events {(k, x)|x = m} and {(k,x)|Enc(k,x) = c}
are independent

(K, M, C, Gen, Enc, Dec) is said to be Shannon secret if
@ it is Shannon secret with respect to all Pras € Py
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Conditional Probability
Conditional Probability & Independence of Events
Fix a probability space (2, Pr) and events A, B C Q with Pr[B] # 0
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Definition (Conditional Probability)
The conditional probability of A given B, denoted Pr[A|B], is

e Pr[A|B]
» events B} & 0{l
Pr[A] - Pr[B])

Definition (Independence of Events)
A and B are said to be independent if
e Pr[A|B] = Pr[A] (equivalently, Pr[AN B )
Let A= {2} and B = {2,4,6}. Then,
e Pr[A|B] = Pr[AnB]/Pr[B] = 1/3 (A, B not independent)

o Pr[BJA] = Pr{ANB]/Pr[A] = 1/1 = 1

\,



Conditional Probability
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Bayes’ Theorem

Bayes’ Theorem

Given pairwise disjoint events C1, Gy, ..., C, and a feasure set F,
Pr(FN G) Pr(FN G)

PriGIF) = —prh) " Y7L P(FNG)

B Pr(F|C) Pr(C)
> i1 Pr(FIG) Pr(G)
@ of much use when

» C; = possible causes (e.g. diseases)
» F = observed result (e.g. symptom)
» cause-to-result relationship (e.g. Pr(F|C;)) is well-understood

Terms in Bayesian community:
@ Pr(G;): a prior of C;
@ Pr(C;|F): a posterior of C; given F




Conditional Probability
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Bayesian Decision Problems

Uncertain Quantity & Prior Information

@ 0 € ©: uncertain quantity

@ 7(0): prior information (given probabilistically)

4

Measurement

@ z € Z: sample information & space

@ f(z|0): measurement model (given probabilistically)

v

0)f(z|0) m(0)f(z|0) Pr(A) Pr(B|A))
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mz)  Jo F(z|0)m(0)d0 (Pr(A“B)_ Pr(B)
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Decision Rule: Posterior Bayesian

A function § : Z -+ A (A = © for estimation problems)
o L(0,5(2)): loss function (L(6,H(z)) for estimation prob.)
iz) & argmin/ L(6, a)w(@\z)d@zargmin/ L(6,a)m(0)f(z|6)d6
acA (e} acA [e)

w(0)2) = =X
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Random Variables

Definition (Random Variables)
Let (2, Pr) be a probability space and X : (Q.Pr) — Q. Then,
@ X is called a random variable (RV) over (€, Pr)
o For w’ € Q, PriX=u'] denotes Prq [{w € Q: X(w)=w'}]
@ Distribution of X is func. fx : ' — [0,1]; fx(w') = Pr[X=u']

o (U, fix)= (U PrQ)22H X2 HAAM US0{Z! A2
probability space2 0|oliot?d =

@ Q'= measurable space0i| Cioll Dejot=0 UL L

HO

Definition (Independence of Random Variables)

Two RVs X, Y : Q — Q' are said to be independent if

e for each w,wh € ', the events X~1(w]) and Y ~1(w}) are
independent (i.e. PriX =w), Y =wj] = Pr[X =a!] - Pr[Y =u}])




Random Variables
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Expectation & Variance

Definition (Expectation/Variance of a Random Variable)
Let X : Q — R be a random variable over (2, Prg). We say that:
° E[X] £ Ywea X(w) Profw] = >-,cra- PriX=4]
is the expectation of X

e Var[X] £ E [(X—E[X])z] = > wen PrQ[w](X(cu)—IE[X])2
is the variance of X

Useful properties:
o E[Xi+ -+ X,] = E[X1]+---+E[X;] (linearity of exp.)

» Xi,---,X,0| independento}t A ¢F0FE AMEIEY| K2
e Pr[X > \] < E[X]/A foreach A >0 (Markov inequality)
o Pr[|X—E[X]| > \] < Var[X]/\? (Chebyshev inequality)
o Pr[|(3° Xi —E[Xi])/n| > A\] < 27¥*"/%  (Chernoff inequality)

0l sV +P0UME =2 AFEEA BE



Random Variables
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Notational Conventions for Cryptography (Ol S2!)

Given a finite sample space €2,
o Po 2 {p:Q—[0,1]| Loeq plw) = 1}
» i.e. the set of all probability distributions over
e Uqy £ the uniform probability distribution over Q
> ie Ug(w) =1/|Q| forall we

Enci= probabilistic poly-time & 112|&0|22 0[Z42| randomness
& probability space0i| 8ol & 0f ot=0|..
o OIZ S0, Pr [{keK|Enc(k,m)...}]Oll A sample
K,Gen(1")
spaces= KBt FAIE|0]1 =0, EncOIA AFE %= random
number= 2| sample space = implicitly Zet#l Zd
o 5, 9 HAle 4SS E0{A msist Z{o =2 olaloloF &t

leP7£,--- [{(k,r) € KxR|Enc(r,k, m)...}]

@ Enc®| randomness=
e

=cCc = st
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